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Foreword

The Government of the Republic of Zambia through the e-Government
Division is delighted to publish the first edition of the Public Service Social
Media Guidelines and Procedures. This guideline sets out minimum
acceptable professional behavioral requirements for using Social Media

platforms as a communication tool in the Public Service.

The Government is continuously focusing on the expansion of Information
Communication Technology (ICT) infrastructure and the delivery of public
services through multiple channels accessible to all citizens especially in far
flung areas. To achieve this, Government is transforming the way it conducts
business to be efficient, transparent and responsive through a well-equipped
and trained Public Service with appropriate tools to execute assignments
diligently. Various Ministries, Provinces and other Spending Agencies
(MPSAs) have increasingly embraced ICTs to enhance their operational
efficiency and management effectiveness. This is commendable and should
be encouraged, keeping in mind the need to ensure the security and integrity

of the information generated, stored and transmitted.

All MPSAs are urged to continue embracing ICTs as a critical tool that reaches
across boundaries to make public services available to the citizenry for a better
Zambia. All Permanent Secretaries and Heads of MPSAs are directed to bring
the contents of these guidelines to the attention of their respective employees

to ensure full compliance for effective and efficient public service delivery.

Percy Chinyama (Mr.)
National Coordinator
SMART Zambia Institute
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1. BACKGROUND

The rapid growth in digital technology utilization and the accompanied rise of
social media platforms over the past decade has revolutionized the way in
which people communicate and share information. Further the global onset of
the COVID-19 pandemic has led to prolific utilization of ICT communication
tools to sustain the day-to-day activities of organisations.

The use of social media tools in Government’s around the world has been
gaining acceptance and approval from all spheres of society. This provides an
opportunity for two-way communication between government and citizens,
partners and stakeholders thereby increasing the frequency and speed of
engagement. At the same time social media presents new challenges to
organisations who must address resulting citizen expectations and the
differences in communication culture while navigating the line between official
and personal use.

All around the world, including Zambia, people are embracing digital technology
to communicate in ways that could never have been imagined just a few years
ago.

With this in mind, Government’s across the world have begun to embrace social
media and are slowly increasing usage whilst exploring the most effective use
of these new communication tools.

1.1 Purpose

The purpose of these guidelines is to standardize use and create awareness of
some of the opportunities that social media presents for Government, as well
as ensure Ministries Provinces and Spending Agencies (MPSAs) and their staff
are aware of how to manage the risks associated with the use of this kind of
technology. It is further hoped that this guideline will promote the responsible
use of social media by individuals.

The guidelines focus on providing guidance on the use of social media within
the Zambian Public Service, in order to improve; Government delivery of Public

Services, transparency, participation and interaction with the public.

These policy guidelines establish the principles for:



« Government employees using social media for official government
communication purposes; and

- personal use of social media by Government employees, when the
employee's government affiliation is identified, known, or presumed.

The intention is to provide:

« A guideline for responsible use of Social Media by Government employees;
« An overview of the social media tools that are most likely to be relevant in
a Zambian Public Service environment;
The potential benefits and risks associated with these tools; and
Guidance on best-practice use of social media.

These guidelines are not an exhaustive user manual or instruction guide on
social media or specific social media tools.

MPSAs differ when it comes to communication objectives, audience profiles,
availability of human and technical resources, Internet availability and other
factors that will dictate if, what, when and how social media is used.

Also, the social media environment is an extremely fluid one, and the available
tools and applications are constantly evolving to address evolving user needs.
Therefore, an exhaustive user manual would soon be redundant before it is
published, in terms of accuracy of information.

While governments around the world may face some challenges in adopting
social media tools, we are convinced that the potential benefits of using
selected social media tools far outweigh any risks, and these benefits will
continue to grow as more and more Zambian's bridge the digital divide.

As public servants we have a unique opportunity to step out and be part of the
digital revolution, joining a historical transition that allows conversations with
the public, rather than simply communicating to them. However, Government
employees have some additional obligations when it comes to sustaining,
building and defending the reputation of Government through social media.

The use of social media in MPSAs will in addition also be governed by the Public
Service ICT Acceptable Use and Guidelines which governs the use of ICTs such
as Internet and email.

As technology and social media platforms evolve, these guidelines will also
evolve as our collective experience in the use of social media evolves.
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1.2 Scope

These guidelines serve to provide standards of professional practice and
conduct when using social media as applied to any area within the Public
Service.

Limitations to the scope of these guidelines

Related areas that fall outside the scope of these guidelines include:

- Internet and e-mail use and policy;

- Internet search engine optimisation;

« Technical implementation of social media platforms i.e., a focus on the
hardware, software, technical protocols and human resource issues
relating to the actual implementation of social media tools within an MPSA;
and

- Comprehensive “"How to...” guides to set up social media accounts and
participate online — social media applications regularly change their
protocols and may have different tools and channels for different user
needs.

Every MPSA has different communication, information communication
technology tools, information management structures and approval processes.
This reality presents a challenge for these guidelines to specify a common
Departmental approval and permission process for social media applications
across Government.

We have accordingly used the term ‘obtain the necessary approvals
from the designated authority’ as the standard reference in these
guidelines, and Government employees should consult with their Supervisors
to establish the relevant authority within their Department.
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2. WHAT IS SOCIAL MEDIA

Social media is the vast communication platform that can be used by the
general public through highly accessible digital technologies such as blogs,
podcasts, social networks, wikis, micro-blogs and message boards.

The following are some benefits to Government of using social media:

+ increasing access to its audiences;

+ improving the accessibility of communication;

+ allowing Government to adjust or refocus communications quickly, where
necessary;

- improving the long-term cost effectiveness of Government communication;

+ increasing the speed of constituent feedback;

+ reaching specific audiences on specific issues; and

- reducing Government’s dependence on traditional media channels to
communicate with constituents.

As a Government communicator, the measure of success for any social media
tool or application should be: does it allow you to engage with your internal
and external stakeholders by facilitating one or more of the following:

« communication;

+ disseminating information;
+ interaction; and/or

+ education.

The use of social media in itself does not make for good practice. In order to
be effective, initiatives must form part of a wider communications strategy
— supplementing rather than replacing traditional communication platforms —
and deliver at least some of the tangible benefits listed above.

3. SOCIAL MEDIA POLICY GUIDELINES

The following policy guidelines illustrate Governments support of the use of
social media platforms as a valuable tool to disseminate information and
prescribe acceptable behaviour for:

- Government employees using social media for official government
communication purposes; and
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+ Personal use of social media by government employees.

However, there are some generic communication guidelines that Government
Departments need to adhere to in order to direct their efforts in social media
use.

3.1 General guidelines

There are some guidelines that can be applied across all forms of social media.
Knowing these basic guidelines of engagement will help you, whether you are
fully responsible for establishing and hosting an on-line community, or if you
are just a contributor in an existing community.

. When using any type of social media, you must:

o be credible - accurate, fair, respectful, thorough, transparent,
encourage constructive criticism and deliberation, be cordial, honest and
professional at all times.

o listen before you talk — before entering any conversation you need to
understand the context,

= who is the potential audience?
= is there a good reason to place a comment or respond?
o write what you know is factual — you have to know your facts and
cite credible sources.

o acknowledge if a mistake is made through your comment or
response and respond to it immediately.

o be both reactive and responsive — when you gain insight share it
where appropriate.

3.2 Social media guidelines for official government
communication

The protocols that apply when you are acting as an official representative of
Government should be the same whether you are talking to the media,
speaking at a conference or using social media.

Note: Government employees making comments or contributions on behalf of
Government should only do so with express approval or authority.



3.2.1 When contributing on behalf of Government, Government employees
should consider the following:

3.2.1.1 Keep your postings legal, ethical and respectful

Before engaging through a specific social media channel ensure you understand
its terms of reference, conventions and etiquette. Employees may not engage
in online communication activities which could bring the Government into
disrepute. Personal details of Government employees should not be given out
— only the official contact details (official cellphone number, office telephone,
e-mail or fax) should be shared for reference purposes.

3.2.1.2 Respect copyright laws

An official may not post any material that is protected by Government Security
Guidelines or copyright. When posting text and/or images, you must respect
the corporate identity of your Department and Government as a whole. If you
are unsure about the use of the National Coat of Arms, or other symbols of
national identity please consult with your Departmental public relations or
branding manager or with the relevant Ministry in change of Government
Communication.

3.2.1.3 Ensure that information published on-line is accurate and approved

In official social media online postings, all reasonable efforts must be made to
publish only facts and statements that can be verified - not personal opinions
or speculations. You should identify and correct any incorrect information
relating to Government policy and services. People should be referred to
Government websites, where appropriate, for more detailed information.

Where users ask questions about policy or published information with which
you are familiar, ensure that any comment or response you make on matters
of Government policy is accurate, appropriate to the Government/Departmental
role you hold, and remains politically neutral.

3.2.1.4 Comply with your Department’s spokesperson policy

Only authorised spokes-persons or duly delegated officials may provide
comment to the media on Government-related issues. If you are contacted by
the media about posts on an official Government or any social media site, you
must refer all media enquiries to the designated Government or departmental
spokesperson.
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3.3 Social media guidelines for personal use of social
media

It is imperative that all users of social media platforms are familiar with the
existing legal framework that guides the responsible use of social media in
Zambia. Posting content that is offensive and includes aspects of cyberbullying,
identity fraud, hate speech and fake news can result in legal action. Any
inappropriate social media conduct must be reported to Zambia Information
Communication Technology Authority (ZICTA).

Further, when it comes to personal use of social media by Government
employees, the code of conduct for public servants should be respected and
considered as the guiding rule. Personal use of social media implies that the
employees are using social media for personal interest, which have nothing to
do with their duties for Government and/or their Departments. However, there
are specific aspects that they must pay attention to when using social media in
a personal capacity.

Note: All Government employees should always think before they post and
should remember that even if they act or speak in a personal capacity,
their position as Government employees may be known to anyone in the
potential audience and may be misunderstood or misrepresented as an
official position.

3.3.1 When using social media at personal capacity, employees should consider
the following:

3.3.1.1 Keep Government-confidential information confidential

Government employees may not use personal social media platforms to post
any confidential or proprietary information of their Department or the
Government as a whole.

Government employees may only use personal social media platforms to share
government news if that information has already been officially published in
the public domain.

Government employees must familiarize themselves with the content of any
non-disclosure agreement they signed upon joining the civil service and ensure
that all personal social media activities are in alignment and compliance with
this policy and all other applicable regulations, acts and policies.
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3.3.1.2 Keep personal social media activities distinct from Government
communication

Government Coat of Arms and other Government branding or National identity
symbols may not be used in personal social media posts without explicit
permission in writing from the designated Departmental authority.

Government employees can be held legally responsible for all comments that
they post on their personal social media platforms.

3.3.1.3 Respect government time and property
Government computers, other resources (including stationery and computer
consumables) and time at work are reserved for Government-related business.

Government employees must ensure that their personal online activities do not
interfere with their work duties and performance.

Government owns any employee communication sent using Government
computers or that is stored on Government equipment. As stipulated in Public
Service Acceptable Use Guidelines, authorised officials have the right to access
any material on your official computer at any time.

3.4 Considerations before implementing social media
platforms

Planning to use social media platforms should be done as part of a wider effort
to develop the Department’s Communications Strategy. Once a Department
understands the objectives of its Communications Strategy, it can then
determine which social media tools will meet its needs.

Departments should consider the following before making use of social media
tools:

a. Set clear, achievable, and measurable goals at the beginning

Clearly defined objectives for the use of social media platforms will allow for
the planning of appropriate strategies and enable accurate measurement of
success (Are you trying to raise awareness and understanding for a new service
or campaign, generally promote your Department, communicate with
constituents, correct misperceptions fueled by media coverage, etc.?).



b. Employ an integrated campaign that utilizes the full potential of both
traditional and social media platforms

Identify traditional communication and community engagement activities that
could be enhanced by social media. An effective and meaningful mix of various
platforms, including traditional media, will help to reach a much wider audience
and will take into account the needs of those who do not have access to these
new platforms.

(X Identify your target audiences

Identifying your stakeholders by segments will help you tailor your content and
also choose the right social media tool. Some audiences will be poorly reached
or remain unreached by social media tools, while other demographic groupings
may be prime targets for new technologies.

d. Use the right channels

Consider which social media channels are most suitable both for the
Departmental needs and resources as well as the needs of the target audience.
Different groups of people use different types of social media and have different
kinds of online behavior. Matching the social media strategy and tools to their
behavior increases the chances of reaching the specific audiences.

e. Identify the ICT requirements for specific
platforms

Consult with the Department’s Information Communication Technology Unit to
ensure that a Strategy for the use and maintenance of necessary technological
resources is developed.

f. Develop a risk management strategy

Consult with the Department’s risk management team to develop an
appropriate Risk Management Strategy.

g. Assign a social media communications team

Obtain the appropriate level of authority and approval for setting up the
structure for using social media platforms. Identify the person or persons who
will have primary responsibility for populating, maintaining and monitoring your
social media platforms. Ensure they have the time and enthusiasm to devote



to this project. List the team members and their designated roles and
responsibilities as part of the communications implementation plan.

h. Put guidelines for use into place

It is important to allow the audiences a level of freedom while maintaining a
reasonable level of censorship/moderation to prevent Public Relations
disasters. The key here is balance.

i. Be transparent about your intent and deliver on promises

Showing people that their inputs and comments are sincerely and earnestly
valued and desired is very important. If people are not convinced, they may
not participate, or at worst, they may use the platforms for negative criticism
and draw attention away from the original issues or messages.

j. Allow for several trustworthy people to respond to user comments
promptly

Without Government responses to public comments, the audience may not feel
that they are engaged in a conversation, or that there is little or no interaction.
A team of trustworthy people, who are authorized and competent to respond
within Departmental policy guidelines, is needed to ensure that a flow of
conversation is maintained. The team should develop an approach for
responding to negative criticism, so that serious issues can be properly
escalated and are not ignored or forgotten.

k. Create engaging content using interactive channels

Content is key. Interesting and engaging content that draws positive attention
is critical to the successful use of social media. Messages that inform and invite
comment should be prepared as part of the general Communication Strategy.

. Inform people whenever new content is posted
To ensure that Departmental social media platforms are visited often, updates
on issues and new content should be provided regularly. Audiences should be

informed when there is new information on the platform. This will create long-
term interest and regular contributions from the public.

10
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m. Determine success criteria and Key Performance Indicators (KPlIs)

Ensure the KPIs directly measure the goals and objectives you set out to
achieve.
Different metrics measure different things, for example:
- the number of page views and mentions are good indicators of
awareness;
+ the number of comments could be a good gauge of participation in
initiatives to gather feedback;
- the number of social networking followers and positive comments are
possible signs of strong support;

n. Evaluation

Set a timeline for when you will conduct regular evaluation of your social media
success, using the goals and measures identified above. At that time, be
prepared to realign your site’s content. Ongoing evaluation should also be part
of your strategy.

4. CHOOSING THE APPROPRIATE
SOCIAL MEDIA TOOLS

These guidelines and learning resources are not intended to dictate or
recommend exactly which social media tools should be used by a particular
MPSA. Departments who wish to use social media platforms should always first
visit the Internet site of the intended social media tool e.g. www.facebook.com
or www.youtube.com and familiarize themselves with the current terms of use,
opportunities and learning resources available on these sites, in order to select
the most appropriate tools for their needs.

There are a great variety of social media tools available today, but with no
universally accepted classification system for these tools and applications.

For purposes of this resource, SZI has categorized different social media tools
that may be relevant and useful in the Zambian Public Service environment
based on their general features and functions.

5. Roles and Responsibilities

SZI will be responsible for providing technical support for MPSAs optimal use of social
media platforms. This will include but not limited to the following:

11
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i. Develop, update and disseminate Public Service Social Media Guidelines.
i. Conduct regular monitoring and evaluation of existing Public Service

institutional social media pages.
iii.  Maintain an up-to-date log of Public Service Social Media pages.

MPSAs will be responsible for the following actions:

i. Inform SZI of all institutional social media pages.
ii. Ensure that a Social Media Communications team is appointed with

appropriate resource assignment.
iii.  Submit a report (bi-annually) on institutional social media utilization as per

template provided in the appendix section of this document.

12
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Social Media Platforms and associated risks

NO. | CATEGORY EXAMPLES DESCRIPTION ASSOCIATED RISKS AND | FAST FACTS
IMPACT
1 Social networking «  Facebook Social networking tools allow you to share | «  Privacy issues: significant As of second quarter 2022,
«  LinkedIn information about your institution and its sensitive  and  personally Facebook boasts of 2.9 billion
activities, and/or your interests with identifiable  information s active users
friends, professional colleagues and other maintained on, for example, Facebook is second only to
communities and individuals. Facebook and is relatively Google in terms of Internet traffic
easily accessible. The fastest growing Facebook
«  Copyright issues: institutions demographic is those 35 years old
should ensure that and older
copyrighted material, such as LinkedIn has an online network of
photos and videos, are not more than 760 million individuals
uploaded to their official which the site describes as
Facebook profile. experienced professionals
2 Blogs »  blogger.com Essentially an online journal. Allows anyone| «  Inadvertent or intentional There are over 500 million blogs in
*  WordPress to be an online publisher. disclosure of sensitive or the world today
Typically involves an individual or group of inappropriate information Thousands of new blogs
individuals shar.ing a runn!ng log of evepts . Quality control issues: appear every day
and personal insights with other online . . .
audiences on a regular basis. Blogs provide material that is posFed without
commentary or news on a particular the necessary quality controls
subject. The ability for readers to leave can damage Government's
comments in an interactive format is an reputation
important part of many blogs. «  Copyright issues if material is
plagiarized from  another
source
3 Micro-blogging e Twitter A short-message (typically less than 140 | <  Privacy issues: e.g. all your There are more than 330 million

characters) mobile broadcast service that
allows people to keep their communities
(their ‘followers’) up to date on their
events, thoughts, activities, etc.

followers could see
everything you tweet

« Inadvertent or intentional
disclosure of sensitive or

Twitter users

Every day more people create
accounts on Twitter than they do
on any other social media
platform.

93.6% of Twitter users have less

13
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Social Media Platforms and associated risks

inappropriate information

« Content limits (140 characters)
has potential for user
misinterpretation or

distortion of the *full story”

« Potential service provider costs if
tweets tracked on mobile phones

than 100 followers
80% percent of Twitter users are
over 25 years of age

Video

YouTube
Google Video

Allow organisations and individuals to
distribute, share and stream video content
and other audio visual material online

+ Privacy issues: YouTube keeps

track of personally
identifiable information

» Copyright issues:

Government departments should
be careful not to upload
copyrighted materials to their
official government YouTube
channel

< Unintended association with, or
implied endorsement of
commercial products,
inappropriate  or  potentially
offensive video clips

YouTube has more than 2

billion visitors per month
thousands of video clips are
uploaded on YouTube daily

More than 70% of users go to
YouTube weekly or more often.

Podcasts

A podcast is a digital audio file that is made
available via Web syndication technologies
such as Really simple syndication or reach
site summary (RSS).

You can use podcasts to share information
with your audiences. People who like your
podcasts and want to share them and be
alerted when you've created more content
can be informed every time you publish a
new podcast.

* Inadvertent or intentional
disclosure  of sensitive or
inappropriate information

* Quality control issues: material
that is posted without the
necessary quality controls can
damage government’s

reputation

» Copyright issues if material is
plagiarized from another

14
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Social media Platforms and associated risks

source

Photo

Flickr Picasa

Tools that allow organisations and
individuals to archive and share photos
online

Copyright issues:

Government departments
should be careful not to
upload copyrighted materials

Uncontrolled access to your
image collections. Without
restricted access and
comment features, anyone
can access and make
comments, blog, etc. about
Government images

Flickr averages over 5,000
photograph uploads every minute
Flickr boasts an online collection
of more than 5 billion images

Wikis

Wikipedia

Wikis are web sites that allow people to
collect and edit their intelligence in one
place at any time using a web browser.
Volunteers contribute information based on
their expertise and knowledge. Together
this material creates an encyclopaedic type
knowledge base that is founded on the
integrity of the contributors’ additions.

Duplication of effort (e.g.
multiple pages created on the
same topic)
Inconsistent
of
contributions
User-generated errors and
vandalism (deliberately and
maliciously deleting and/or
changing content on the

page)

quality

Wikipedia is the world’s largest
online user-generated content
encyclopaedia, containing more
than 10 million articles

Productivity tools

Google Docs
SlideShare
SurveyMonkey
Google Alerts

Tools to enhance business and
organisational productivity — whether it be
through increased collaboration and
content sharing in private or public
networks, online research templates and
tools, online keyword monitoring services,
off-site storage of content that can be
accessed from any computer by registered
users, etc.

Duplication of effort (e.g.
multiple pages created on the
same topic)

Copyright issues:
Government departments
should be careful not to
upload copyrighted materials
to sites such as SlideShare.

Quality control: official
Government material that is

SlideShare is the world's largest
community for sharing
presentations, with more than 25
million monthly visitors

Google Docs allows a private
network of registered users to view
and make changes to a document,
spreadsheet, presentation, etc. at
the same time, but allowing you to
see exactly who changed what,
and

15
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Social media Platforms and associated risks

posted without the necessary
quality controls can damage
government’s reputation

when.

RSS Aggregators

Digg
Reddit

A reader or aggregator is a programme or
web site that will check and continuously
search all the blogs, news sites or other
web sites to which you have subscribed for
new content. If fresh content is identified,
the reader page will show a summary of
that information with a link to that page —
the newest content comes to you, and is
aggregated — or summarized — in one
reader page. Additionally, some
aggregators leverage the wisdom of a
community and tell you what people are
saying about a particular product or service
i.e. they allow you to capture market
intelligence

No substantive reputational
risks

Information technology system
risks associated with volume
of potential feeds coming into
government

servers, e-mail addresses

10

Social bookmarking

StumbleUpon

Social bookmarking is the process that
allows you to save and share links to your
favourite websites, blogs etc. on the
Internet. Via a social bookmarking service
you set up a personal or departmental
profile online, and save your favourite links
with tagged keywords to that profile —
which can then be accessed from any
computer or browser,

No substantive reputational
risks

16




6. CONCLUSION

Social media tools present opportunities for collaborative Governance however,
implementing these tools in Government comes with unique challenges. Familiarizing
oneself with relevant policies and taking advantage of good examples across
Government will help in implementing these tools successfully. Government is
increasingly looking to leverage social media to improve the quality of Government
services and enable greater public engagement. Publicly available social media sites,
such as Face book or Twitter, are providing Governments with attractive options for
meeting these new objectives. These sites are widely available to Government
employees and citizens with Internet access; they have established communities and
networks. These platforms provide a wide range of audio, video, and interactive
capabilities with/without substantial costs.

Developing an MPSA social media policy is an important first step for Government
and/or departments considering using social media and can ultimately serve as a key
enabler for responsibly and effectively leveraging social media tools. A formalized set
of policies to guide efforts, will optimize social media utilization. As a result SZI has
taken a lead in developing these guidelines for uniformity in the use of social media
tools in the Zambian Public Service.

17
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Glossary of abbreviations and
acronyms

* |P —Internet Protocol

* ICT = Information Communication Technology

*« MPSA — Ministry, Province or Spending Agency

* RSS - Really Simple Syndication or Rich Site Summary

« SEO - Search Engine Optimisation (the process of trying to get websites listed
prominently within the search results on a search engine e.g. Google

+ SZI - SMART Zambia Institute

* UGC - User Generated Content

* URL - Uniform Resource Locator (the technical term for the web address of an
Internet site)

«  WYSIWYG - “What You See Is What You Get” editing format

» ZICTA — Zambia Information Communication Technology Authority

19
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APPENDIX 1 — The social media menu and associated
risks

Here are some potential benefits and possible risks of the way governments around
the world are using some of the most dominant social media tools and applications —

tools that we consider to have the best chance of successful use in the Zambian
environment.

20
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Social media Platforms and associated risks

FACEBOOK www.facebook.com

Potential government applications
include:

Risks to consider include:

‘How to’ guide:

*  Departmental outreach programmes that
target segmented audiences

*  Public service announcements
*  Publicising events and soliciting RSVPs

*  Constituent feedback — using free
applications hosted by Facebook e.g.
Facebook polls

* Inter-departmental communications and
updates

* Emergency broadcasts
*  Department profiles and information
*  Business networking

*  Promotion of a new product or
service

* A channel to monitor what constituents
think of your department

Terms of Use: Current Facebook Terms of Use implies
that all content uploaded to Facebook becomes the
property of Facebook.

Privacy issues: significant sensitive and personally
identifiable information is maintained on Facebook and is
relatively easily accessible. Itis important to be sensitive
to privacy issues, particularly of third parties such as
colleagues, members of the public, etc.

Copyright issues: departments should ensure that
copyrighted material, such as photos and videos, are not
uploaded to their official Facebook profile. Risks can be
mitigated by using only photos and videos produced by
the government or contractors working directly on behalf
of the government.

Agencies should use their official seal and a link back to
their .gov.zm website to promote the authenticity of their
Facebook page

How to create a Facebook Fan Page:

1. To set up a Facebook fan page for your department
or programme, first secure the approval of the
designated departmental authority.

2. To create afan page, you'll need to have a Facebook
account. You can set up this account with your
personal departmental e-mail account (fan pages
keep your personal account information private) or
you can set up the account with a group mail account

e.g. info@szi.gov.zm).

3. Go to www.facebook.com and fill out the form on the
homepage to set up a new account.

4. Once you've set up your Facebook account, go to
www.facebook.com and log in with your username
and password.

5. Go towww.facebook.com/pages/create. php

6. For “Name of Page,” choose something that will
clearly identify your department or programme.
7. Click on the “Create Page” button.

8. You are now ready to start adding items to your fan
page.
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Social media Platforms and associated risks

Potential government
applications include:

Risks to consider include:

‘How to’ guide:

g Public service announcements

*  Departmental announcements,
speeches etc. that can be viewed
across Zambia or the globe e.g.
by Zambian missions and
embassy staff

*  Employee training material

*  Recruiting videos

*  Animated instructions and ‘How
to..” guides or user’'s manuals

- B-roll (supplemental or alternate
footage available to be intercut
with the main shot in an interview
or documentary, footage provided
free of charge to broadcast news
organisations as a means of
gaining free publicity)

Privacy issues: YouTube keeps track of personally identifiable
information associated with members and that information could
be used to monitor member activities.

Copyright issues: Government departments should be careful
not to upload copyrighted materials to their official government
YouTube channel.

By submitting a YouTube video government automatically
grants a broad licence to YouTube and

YouTube users to reproduce, distribute and prepare derivative
works of and display the video. YouTube can use any submitted
video in anyway whether commercial or non commercial.

Terms of use: departments should also identify their channel as
an official government channel because YouTube has a
separate Terms of Use policy for government accounts.

Implied commercial endorsement of YouTube: embedded
YouTube players incorporate prominent YouTube branding and
link to the YouTube website, of which the removal is prohibited.
The issue for Government may be an implied endorsement of a
commercial third party.

Embedded YouTube players include links to and advertising of
other videos at the conclusion of each video's content, this
'‘banner' of content represents advertising on the part of
YouTube and cannot be controlled or removed and it may
include irrelevant, inappropriate and potentially offensive video
clips.

Users can either elect to use YouTube’s own website
as the destination place for their video (providing links
to it from their own websites) or they can use
IYouTube’s embedded video player to embed a
IYouTube branded ‘skin’ on their own website which
plays their nominated video.

Terms of Use are different for government channels
and personal use. The general process involves:

1. Choose a username and password.

2. Visit the YouTube sign-up page to fill out the form
in the blue box under "Create Your YouTube
Account."

3. Enter the text for the image provided in the
"Verification" box.

4. Check the box that confirms your acceptance of the
terms of use. Click "Sign Up."

5. Open the email you receive from YouTube

and click on "Confirm Your Email Address" at the
top of the message. Verifying your email address
automatically signs in with your account and
sends you back to the YouTube page.

6. Click on "Account" at the top of the page and select
"My Videos" to download your own videos to
YouTube.
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Social media platforms and associated risks

TWITTER www.twitter.com

Potential government applications include:

Risks to consider include:

‘How to’ guide:

- News management e.g. promoting your press releases,
communicating government news, public service
announcements

*  Emergency management — real-time updates providing up to the
minute guidance and advice in the event of a major incident.

* As a point of customer service e.g. taking questions from
constituents and providing answers e.g. about tax return issues

*  Feedback mechanism —many departments use Twitter to obtain
instant feedback from constituents on, for example, new
products and services, and can use the feedback results to
make any necessary changes before the formal launch of these
products/services

*  Online reputation management — departments can use Twitter
to monitor in virtual real-time public sentiment and what is being
said online about their ‘brand’. This allows departments greater
early warning of issues, with the ability to address them more
quickly.

*  "Insights from ministers" and "updates on their movements" —
without compromising classified information — in a light or
humanised style

* Internal communications tool
*  Recruitment tool e.g. tweeting about your HR

*  Twitter users can be hostile to the "over-
use of automation" - such as RSS feeds
— and to the regurgitation of press
release headlines: The UK government
says that: "While corporate in message,
the tone of our Twitter channel must
therefore be informal spoken English,
human edited and for the most part
written/paraphrased for the channel.”

* The possibility for any person with a
Twitter account to impersonate a
government agency in an effort to
mislead the public. The risks can be
mitigated by government agencies
using their official seal as their logo and
including the URL to their .gov website
in their Twitter profile.

* Leaking of classified information e.g. a
US Republican senator tweeted that he
was in Iraq when the trip was classified
and his location was not to be known.

* The privacy of members that follow
government  Twitter accounts. If
government departments start following
individual users on Twitter

How to Create a Twitter account:
1.

Go to http://www.twitter.com and click on
“Sign up now.”

For “Name,” give the name of your
department or programme.

Choose your Username - this will
become part of your Twitter address and
also will be how you are identified when
tweeting and responding to tweets.
Choose a username that clearly identifies
your department or programme.

For e-mail, use a group mailbox that
several members of your department or
programme can check if possible, rather
than your personal email address.

Next, click “Settings” and fill out that
information.
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Social media platform and associated risks

needs, and links to relevant job postings on in
the media and on your web site

Drive traffic to your website e.g. a tweet with
the URL can help drive additional traffic to a
preferred landing page on your site

Promote blog content e.g. if your department
has a blog or various blogs, you can use
Twitter to promote your blog content, and
automatically post your blog post URLs directly
to Twitter.

uninvited, this may well be interpreted as "interfering 'Big
Brother'-like behaviour".
All your followers see everything you tweet
These risks can be mitigated by restricting Settings and use
of Follow ability. 6.
Costs - users can send and receive tweets via the Twitter
website, as well as via a cellular Short Message Service
(which may incur phone
service provider fees)

7.

Under the one-line bio,

include brief descriptive text about your
department or programme, and a link to
your Web site.

Before you start tweeting, build the list of
those you will be following. Use the
online Twitter user guide to find other
government accounts, other accounts
for people and programmes in your field,
and others who are tweeting about
keywords that are relevant to your
department. Read, retweet and respond
to these tweets to begin building your
online network.

Start tweeting!
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Social media menu and associated risks

FLICKR www.flickr.com

Potential government applications include:

Risks to consider include:

‘How to’ guide:

*Flickr allows departments to make relevant images available to
constituents who are physically removed from a physical display or
archive of those images — either through open public access or
through restricted access to selected constituents

*Flickr enables new ways of organising collections of digital images,
with searchable tags that makes the collections easier to find and
navigate.

*Helps government get visual content out to media via the Internet,
mobile devices, RSS feeds, e-mail, the Flickr website etc.

*Can reduce the number of public requests, and the time taken to
process these requests, for government photos — by directing to a
central online archive

*Linking your Flickr account to a Facebook and Twitter account —
followers and friends are informed anytime you've posted new
images to Flickr

*Unlimited photo uploads (20MB per

*photo)

*Unlimited video uploads (90 seconds max, 500MB per video)
* The ability to show HD Video

*Unlimited storage & bandwidth

* Archiving of high-resolution original images

*The ability to replace a photo

*View count and referrer statistics

Copyright issues: Government departments should be
careful not to upload copyrighted materials to their
official government Flickr page.

Uncontrolled access to your image and video
collections. Without restricted access and comment
features, anyone can access and make comments,
blog, etc. about your image collections.

Free Flickr accounts are limited 100Mb of image
uploads a month; fee based accounts are unlimited.

Quality control — ensuring images are presented at the
relevant resolution for the relevant end use of the
images.

Uncontrolled end use of images by
constituents

Investment in time and human resources: You need to
use metatags and descriptions for each photo, taking
time to think about the words that your stakeholders
would likely use to search for your images.

Privacy and access risks can be mitigated by creating
a private group to share photos and videos with
selected constituents, and by hiding the blog features.
Only people you've invited will be able to view the group

page.

How to set up a Flickr account

1.

Before you create a new Flickr
account, ensure that there isn't
already a Flickr account in use by your
Department.

Secure the approval of the designated
departmental authority.
Go to www.flickr.com and click on

the  button CREATE YOUR
ACCOUNT.
Flickr requires a free

Yahoo! E-mail address (flickr is owned
by Yahoo!).

Once you've set up your flickr
account, go to www.flickr.com and log
in with your username and password.

For the screenname of your account,
choose something that will clearly
identify your department. This is
what will display at the top of the
page when visitors go to your Flickr
page.

7. You are now ready to start adding

photos to your Flickr account.
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Social media Platforms and associated risks

WIKIS
Risks to consider include: ‘How to’ guide:
Potential government applications include:
»  Collating the collective knowledge and experience of When managing a wiki site, you may need to watch for, inter] Consult your IT department for appropriate wiki
employees and external stakeholders e.g. retired educators, | glia: approach and/or application.
health professionals to create and build knowledge
management systems e.g. policy, user guides, etc. *  duplication of effort (e.g., multiple pages created on the
+  Retaining organisation information for same topic) The system for creating and editing a wiki page is
: . . . . _— called SML — Simple Markup
collaboration and training |ncon3|§tent quality Of.COht”bUt'O'?S Language) or simply wikitext. SML is simple to
* Harnessing the collective wisdom of external experts and * neglect in terms of editorial oversight use and has the WYSIWYG editing features of
interested parties to help shape a marketing campaign, . user-generated errors and vandalism (deliberately and | most common word processing software, such as
service delivery roll out, define a more efficient business maliciously deleting and/or changing content on the bold, italics, centre, underline etc.
process
page)
» Editing or building Wikipedia

—— o . . uncontrolled access to confidential information.
(www.wikipedia.org) content on a specific subject area

These risks can be mitigated by:

. the wiki being designed to keep track of who made edits
and versions of the content, so as to help prevent
mistakes and vandalism

. "banning" (by IP address) someone
from editing the wiki

. wiki access being set to be either open to the public or
restricted to designated members or employees.
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Social media Platforms and associated risks

BLOGS

Potential government applications include:

Risks to consider include:

‘How to’ guide:

Sharing information with internal and external constituents
through a relatively inexpensive medium

*+ Receiving feedback and ideas  from
constituents

* Presenting a more human face to a government
department, talking in a more conversational and
accessible informal style

+  Tracking the number and location of blog readers to learn
more about a
department’s constituents

» Initiating collaboration with other bloggers in the same
specialist sphere of interest, to grow knowledge and
enhance dialogue

» Developing global exposure of a department’s news and
views, if the blog is picked up and shared by prominent
bloggers

*  Feedback from conferences, seminars and other forums for
exchange of knowledge

» Allowing political principals and department leadership to
get their perspectives across directly to constituents, rather
than relying on the media to interpret and distribute that
message.

Reputational risk. Employees might make personal
disclosures about other employees/stakeholders
that degrade the overall public perception of the
department

Disclosure of confidential, non-public information.
There are several ways that employees could
convert non-public information into public
information in ways that have legal and
reputational significance.

Publication of unauthorised or poor-quality content
as a result of lack of adequate control processes

Dependence on one individual to regularly produce
content

Lack of resources and skills to professionally
monitor and moderate blog comments by external
stakeholders, leading to reputational and legal
risks, such as defamation

Consult your IT department for appropriate blogging
approach and/or application.

The most popular tools are: www.blogger.com

Blogger.com is one of the largest free blogging sites
onthe Internet. It enables people of skill
levels to become their own publishers via the
Internet. You can generate and publish
virtually instantaneously with the ability to post
pictures and videos. WordPress
www.wordpress.com A high-end, open-source blog-
hosting service, the options range from a basic
free blog account to a fee-

based premium blog

account, with additional setup costs.

WordPress offers variety of templates for account
holders to choose from.
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APPENDIX 2 — Additional social media tools

Social Networking Fact Sheet

Social networking sites focus on building online communities of people who share a
common interest or interested in exploring the interests and activities of others. For
example:

* Facebook http://www.facebook.com/

* LinkedIn http://www.linkedin.com/

» Facebook is the most popular social networking tool as of December 2020. It is
recommended to investigate other options available.

Facebook

Facebook's mission is to give people the power to share and make the world more
open and connected. Millions of people use Facebook everyday to keep up with
friends, upload an unlimited number of photos, share links and videos, and learn
more about the people they meet.

Facebook http://www.facebook.com/facebook?ref=pf#/facebook?v=infoandref=pf
Read and learn more about Facebook

» About Facebook http://www.facebook.com/facebook?ref=pf

* Using Facebook http://www.facebook.com/help.php?ref=pf

» Facebook business accounts http://www.facebook.com/help.php?page=721

» Facebook pages vs. groups http://mashable.com/2009/05/27/facebook-page-vs-
group/

* Apps for Facebook http://mashable.com/2009/05/13/facebook-brand-apps/

Getting started

* Develop a plan as part of your communication strategy before setting up a
Facebook page or group.

* Plan what your message is and how much information should be shared. Facebook
is no different to a media release or advertisement and should be treated with the
same preparation.

* Decide if you are going to respond to comments, once you answer one you will be
expected to continue. Facebook users expect the same level of service that would be
received via phone or email if you decide to set the precedent to respond to
comments.

* Prepare to engage through Facebook, you are sharing with real people who don’t
like to be talked at or ‘spammed’.

» Write guidelines on what content should be promoted and how the account should
be monitored.

Government and Facebook

A Facebook group has been created titled Facebook and Government
http://www.facebook.com/Government?_fb_noscript=1#/Government?v=wall
which advises on the best ways for Government to use Facebook.

Checklist - Social networking

Business hours monitoring (Daily)

» Monitor wall and discussions regularly.

* Turn off wall comments after hours (set status to inform) (Explain in ‘information’
section when and why this happens).

* Respond or comment where possible/appropriate.
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¢ Post new relevant updates.

24hr monitoring (Daily)

» Monitor wall and discussions regularly.

* Respond or comment where appropriate.

* Post new relevant updates or generate discussions.

Limited monitoring resources (Weekly)

* scan comments and updates

* post and schedule new relevant updates

* scan saved searches for comments or new related pages and groups.

Example disclaimer — Facebook
Creators of Facebook pages have ‘administrator’ access to that page and the ability
to remove comments and content posted by other Facebook users. The same is true
for Facebook groups hung off Facebook profiles.
The conditions of use for Facebook, the ‘Statement of Rights and
Responsibilities’ can be found at http://www.facebook.com/terms.php?ref=pf

LinkedIn
www.linkedin.com

LinkedIn is a social networking platform geared towards professionals in any industry. It
provides an online professional contact database of its members and allows them to link
their profiles with those of people whom they know and trust — their ‘connections’. A
LinkedIn user can invite anyone who is a LinkedIn member to connect with them.

Primary or first connections — people whom the user knows directly and to whom they
are immediately linked — can be viewed and contacted at any time. Second degree
connections are the contacts that the people you know, know; third-degree connections
are the contacts that they know.

LinkedIn’s free features include:

* Answers, where users get to pose a question to the entire community

+ searchable Groups where a member can create a group about a particular topic,
and other members can join the group to discuss a common industry or interest

+ the facility for members to conduct free surveys within their own network of contacts

Confidentiality is a major attraction of using LinkedIn. As a professional you can set
your privacy settings to different levels — ranging from receiving no requests at all from
unknown users to being completely open to connection requests.

Potential applications for government use of LinkedIn could include:

+ departmental outreach programmes that target segmented audiences
« senior management profiles and information

* business networking and maintenance of professional relationships

» channel to monitor what stakeholders think of your department

» recruitment of professional candidates

+ the exchange of solutions to business problems
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* niche perception research applications among connections

Video Sharing

Google Video
www.video.google.com

One of a number of video-sharing websites, Google Video has a reporting tool that logs
and stores to details on the number of times your uploaded videos have been viewed
and downloaded within a specific time frame.

Videos can be kept secure and private without the need to e-mail or download large
files. Since Google Video only requires a standard browser, virtually any department
with broadband internet access can use it.

Podcasts

Podcasts are like blogs in that they can be RSS-fed (Really Simple Syndication) i.e.
distributed or made available worldwide over the Internet for free, for playback at the
user’s leisure. In many ways podcasts are the multimedia form of blogs.

Because of the growing popularity of podcasting, a lot of new software now has podcast
wizards built into it. This software fully automates your podcast tags or key words and
RSS feed creation. You simple click to publish and you’re immediately able to share
your material.

Be conscious of file size and try and keep finished podcast files in the single-digit
megabyte range, as well as in the right file format — most people want to download in
MP3 format.

Effective applications for government use of podcasts could include:

+ internal sharing of leadership speeches and presentations

* how-to user guides for departmental products and services, in the mother tongue
of constituents

« soundbites to amplify traditional media releases and announcements

+ public service announcements in mother tongue for constituents.

« allowing learners on government training programmes to download podcasts of
training material to play back at their convenience.

Productivity tools

Google Docs
www.docs.google.com

This free service allows users to upload documents so that they are available on the
Internet for use , collaboration and travel. You can upload, for example, Word
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documents, Excel spreadsheets and PowerPoint presentations — as well as other
formats of documents.

Google Docs allows you to organise your data, control access, and publish the
document to a web page, a blog or just within a specific group or organisation. Up to
10 people can edit the document at the same time.

Google Docs can also be used as a backup server as well as a central location point
when employees travel. While Google Docs are viewable on mobile devices, they are
not editable on these devices.

The applications offers limited storage. e.g.

Survey Monkey
www.surveymonkey.com

Survey Monkey offers users a tool for creating online surveys. It allows users have
creative control over the appearance of the survey tool, to upload departmental logos
for brand recognition, determine the collection method, send a survey invitation, track
and manage results, and download summaries of the survey response.

Users create a link to the survey, and either post this link to a website or e-mail it to
potential respondents.

The fee structure ranges from no-charge solutions to around $20 per month.

Possible government uses for Survey Monkey could include:
« communicating with your online audience and obtain constituent feedback regarding
government products and services

SlideShare
www.slideshare.net

SlideShare allows you to upload a PowerPoint, Keynote (the Apple equivalent of this
software), OpenOffice and other presentations on the Internet — and share the
presentation with just a few selected people, or the general public.

You might want to show the presentation to a designated audience for a training
application, or show it to the world as a way to promote your department and its
products and services.

You can tag your presentations, embed them into your blog or website, browse others'
presentations, and comment on individual slides.

1. Once you have a presentation already created that you want to share, go to
www.slideshare.net and sign up for a free account. You will be sent a confirmation
link to your email address to verify your account. Once the initial signup is complete
you are ready to upload your presentation.
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2. Click on the Start Uploading link on the main page. Browse your computer for your
file, and click on it when you find it. Your file will immediately start uploading, with
its upload progress showing until it is complete.

3. Once it is uploaded, you have some settings and information to complete. Under
PRIVACY, you can choose to share it with EVERYONE, ONLY ME, or ALL MY
CONTACTS. You can also select CREATE A NEW CONTACT LIST where you
can enter the email addresses of the select people you want to view your
presentation. There are eleven choices under LANGUAGE that you can choose.
Create a TITLE, add TAGS, and fill in the DESCRIPTION box. You can also choose
the CATEGORY it most closely fits in and select to allow download of your file by
viewers. Once you have filled in all the information about your presentation, click
on PUBLISH, and SlideShare will convert your file for online viewing.

4. Your PowerPoint presentation can now be viewed online by you and anyone else
you have authorised. If you decided to share with a few select others, a link to your
slide show is sent in an email to just those people. If you selected to make it
completely public, it is available to anyone who is browsing on the SlideShare site
or to anyone who happens to be doing a Google search and finds it.

5. You also have the option of sharing your presentation through many social
networking sites such as Facebook, Blogger, and the like. You can also embed
your presentation into departmental website.

APPENDIX 3 — Reputation monitoring tools for social
media

Google Alerts
www.google.com/alerts

This is a free service that alerts you when someone links to your website, quotes you
or uses a designated name, keeps track of new web pages on a website, and tracks
news about a specific company or topic.

Users are allowed a maximum of 1,000 different alerts. Searches last for six months,
after which you can renew the alert.

Google Alerts are based on the six categories of Google information: news, Web,
blogs, images, videos and Google Groups.

You can set up these free alerts for keywords related to the activities and focus areas
of your agency or department. Every day you receive a Google Alert in your e-mail
inbox with summaries of news stories and blog posts that include these keywords.

To set up a Google Alert:
1. Go to www.google.com/alerts
2. Enter the search term for which you want alerts
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3. From the Type drop-down list, choose what type of content you want Google to
search — recommend the Comprehensive option

4. From the How Often drop-down list, choose the frequency you want the alerts
delivered to you.

5. Enter the e-mail address to which you want the alerts to be sent

6. Click the Create Alert bullet

Twitter alerts

You can create Twitter alerts that track keywords related to the activities and focus
areas of your agency or department. Services such as Twilert let you follow keywords
and observe all the microblogging posts in which these words appear.

You can also monitor conversations about your department or agency on Twitter, using
a variety of applications, or simply the Twitter search engine at http://search.twitter.com

To set up a Twitter alert:

1. Go to www.twilert.com

2. (in order to set a Twitter alert you have to be signed in to your Twitter account. If
you don’t have a Twitter account you can sign up at www.twitter.com)

3. Type the keyword that you want the alert set up for.

4. Click the Create a Twilert button

YouTube Insight

YouTube Insight (www.youtube.com/my_videos insight) allows you to access data on

the video clips you publish and who views them. The data includes:

+ Views: total number of views of your videos by week, number of unique views, and
number of views from South African audiences

+ Demographics: categorisation of viewing data by age group

+ Community: data relating to comments and ratings of your video material

Facebook — measure engagement, not membership

The number of Facebook friends that your organisation has means nothing if those
people aren’t engaged with your community. The value generated from your social
media presence is the barometer for success, not the volume. When entering a new
online space, define how your organisation will measure engagement:

* by the quality of comments on the wall?
* by the number of returning visitors?

* by the length of time they spend on a page?

Such metrics will give you better insight into your performance within that space than
the number of members.

Other social media monitoring tools include:

» Twitter Search (http:/search.twitter.com) lets you scan all published tweets for
mentions of your ‘brand’
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+  TweetVolume (www.tweetvolume.com) can help with understanding the volume of
tweets about your ‘brand’

+  Tweetdeck (www.tweetdeck.com) — a Twitter monitoring tool

« Technorati (www.technorati.com) — an engine for searching blogs

+ BlogPulse (www.blogpulse.com) — an engine for searching blogs

» Google Blog Search (blogsearch.google.com) — an engine for searching blogs

+ www.crowdeye.com — a new generation of search engine that can track
discussions on Twitter

* www.oneriot.com — a realtime search engine that crawls the links people share on
Twitter, Digg and other social sharing services, then indexes the content on those
pages in seconds .

APPENDIX 4 — Glossary of basic social media terms
A

Aggregation: the process of collecting and packaging content relating to a particular
keyword from multiple websites that provide RSS feeds. The results may be shown in
an aggregator website such as Google Reader, or directly on your desktop

Alerts: search engines that allow you to specify words, phrases or tags that you want
regularly searched on the Internet, with the results of those searches typically sent to
you by email alerts or by RSS feed. Alerts allow you to check, for example, whether
your department has been written about in a social media posting, or whether a new
page has been published on the web which includes your specific keyword.

Archive: typically an index page that organises earlier posts or entries by either
category or date, and saves them for later reference. You may still be able to comment

on archived items.

Avatar: graphical image or likeness used instead of a photo by the author or
commentator on a blog or other Internet posting

Above the fold: the section of a web page that is visible to a visitor without the need
to scroll down.

Anonoblog: A blog site authored by a person or persons who don’t publish their name.

Access: The ability to see what you are trying to view e.g. you may be able to access
a friend’s photo but not their full profile.



App: an abbreviation for application, which is a piece of software that performs a
specific function on your computer or mobile device.

B

Blog: originally short for "weblog", a blog is a self-published web page generated by
an individual(s) — bloggers — in order to report local news, offer their opinions, vent
their frustrations, and generally comment on any content in which they are interested.
Blogs contains entries or ‘posts’ in reverse chronological order, with the most recent
entry on top. Bloggers may use traditional text, photo, video or audio material to get
across their point of view, and can offer readers the opportunity to comment on, and
link to items. Because blog items can be made available from the site in a stream of
content — known as an RSS feed — you can subscribe to them and read them through
a newsreader or aggregator. That means you don't have to visit a blog site to read it -
you can pull the content to your desktop or a single website aggregator.

Blogroll: is a list of recommended sites displayed in the sidebar of a blog, showing
who the blogger reads regularly or other sites on similar topics.

Blogosphere: a general term used to describe the totality of blogs on the Internet, and
the conversations taking place within that sphere.

Blog storm: when bloggers in the blogosphere write thousands of posts about a
subject which then tips or forces the story into the mainstream media.

Blog digest: a site that reports on, and summarises, other related blogs on a daily
basis.

Bliki: a blog that can be edited by readers or an agreed group of collaborators — a
combination of a blog and a wiki.

Bulletin boards: the early vehicles for online collaboration, where users connected
with a central computer to post and read email-like messages. They were the electronic
equivalent of public notice boards. The term is still used for forums.

Back channel: private e-mails or other messages sent by the facilitator, author or
moderator of an online conversation, or between individuals during online public
commenting, that can significantly shape and influence the subsequent conversation
on that online forum.

Bookmarking: the process of saving the address of a website or online item of content,
either in your browser, or on a social media bookmarking site like del.icio.us.

Browser: the tool used to view websites, and access all online content. Browsers may
also have features such as the ability to read online news feeds, write blog items, and

view and upload photos to photo-sharing sites.

Cc
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Cyberspace: a general term for the Internet or World Wide Web
Content: text, pictures, video and any other meaningful material that is on the Internet.

Chat: interaction on a web site, with a number of people adding text items one after
the other into the same space at (almost) the same time.

Collaboration: one of the higher goals of social media, online collaboration or co-
authoring is being able to discuss and work with people across boundaries of
organisation, time and space. In a department, online collaboration may involve a
group of government employees collectively building and editing a policy or protocol,
through to collectively building a departmental pool of knowledge on a particular
subject or issue.

Champions: a group of enthusiasts willing and confident to get conversations started
and flowing within an online community by posting messages, responding, and helping
others in that community.

Comments: readers’ replies or opinions in reference to the topic at hand, usually left
on blog posts, and which all other readers of content can then also see. Comments
are typically moderated by the author of the content or other designated agents in order
to ensure that they comply with prevailing legal and ethical standards.

Communities: groups of people communicating mainly through the Internet. They may
have a shared interest to talk about a particular content area, or more formally learn
from each other and find solutions to a common challenge.

Community building: the process of actively recruiting potential online community or
network participants, helping them to find shared interests and goals, and to develop
meaningful conversations.

Crowdsourcing: harnessing the skills and enthusiasm of people outside an
organisation who are prepared to volunteer their time contributing content and solving
problems.

Cloud computing: the growing phenomenon of users who can access their data from
anywhere rather than being tied to a particular computer.

Creative Commons: a not-for-profit organisation and licensing system that offers
creators the ability to fine-tune their copyright, spelling out the ways in which others
may use their works on the Internet.

D

Download: to retrieve a file or other content from an Internet site to your computer or
other device.
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Delicious: A social bookmarking site and a property of Yahoo! Allows users to quickly
store, organise (by tags) and share their favourite web pages. You can also subscribe
to RSS feeds of other users and share a page specifically with another user.

Digital inclusion (or e-inclusion): the effort to help people who are not online gain
access with affordable hardware, software, tech support/information and broadband

Internet service, so they can begin to use this technology to improve their lives.

Domain Name: the identifying name of an internet site e.g. www.szi.gov.zm

Digg: a popular social news site that lets people discover and share content from
anywhere on the Internet. Users submit links and stories and the community votes
them up or down and comments on them. Users can “digg” stories they like or “bury”
others they don't.

E

Edublog: a blog site focused on education, be it teacher, administrator, consultant or
student.

Entry: An individual post or article published on a blog. Each of these entries, while
appearing in an index, are also web pages unto themselves.

eBook: an electronic version of a traditional printed book that can be downloaded from
the Internet and read on your computer or handheld device.

Embedding: the act of adding code to a website so that a video or photo can be
displayed while it's being hosted at another site. Many users now watch embedded
YouTube videos or see Flickr photos on blogs rather than on the site where those
videos or photos were originally posted.

F

Feeds: allow you to read, view or listen to items from blogs and other RSS-enabled
sites without visiting the site, by subscribing and using an aggregator or newsreader.
Feeds contain the content of an item and any associated tags without the design or
structure of a web page.

Friends: your contacts on social networking sites whose profile you link to in your
profile. On some social media sites people have to accept the link, in others, not.

Friend (verb): The act of adding a person to your contacts on a particular social
network e.g. “friend me on Facebook”

Facilitator: someone who helps people in an online group or forum manage their
conversations. They may help agree a set of rules, draw out topics for discussion,
gently keep people on topic, and summarise inputs.
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Findability: refers to having an easily locatable and navigable presence on and across
the web and social networking.

Flash mob: is a group of individuals who gather and disperse online content with little
notice for a specific purpose, using text messages, social media or viral emails.

Flickr: the world’s premier photo sharing and hosting site.

Forums: discussion areas on websites, where people can post messages or comment
on existing messages asynchronously i.e. independently of time or place.

G

Geotagging: the process of adding location-based metadata to media such as photos,
video or online maps. Geotagging can help users find a wide variety of businesses and
services based on their location.

Groundswell: a social trend in which people use technologies to get the things they
need from each other, rather than from traditional institutions like government
departments or business institutions.

H
Hyperlink: a navigational reference to another document or page on the Internet.

HTML.: the abbreviation for HyperText Markup Language — the coding language used
to create and link together documents and files on the Web. The code is embedded in
and around text and multimedia files in order to define layout, font, colours, and
graphics.

Hyper-local community: a group of people from a specific geographic location who
interact in online communities and use social media tools.

Haloscan: a free, easy to use commenting, ratings and trackback service for weblogs
and websites, allowing visitors to leave instant feedback.

Hits: a measurement used in online analytics, often defined as any request for a file
from a Web server. In one web page, there could be several files embedded in it. If on
one page you have four images, two JavaScript items and you use an auxiliary CSS
file, you'd have eight hits on one page.

Hat Tip: A hat tip is a public acknowledgment to someone (or a website) for bringing
something to the blogger’s attention. Also known as H/T.

Hashtags: a community-driven method of allowing Twitter users to sort topics into
categories, and add context and other relevant information to their tweets. The basic
structure of a hashtag is the # sign followed by a word or acronym. Hashtags can serve
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as a visual indicator to others following a Twitter stream that they’re tweeting about a
specific subject.

Internet newsroom: an area of a corporate website that communicates corporate
messages and makes content available to the news media and the public.

Influencer: a specialist on a specific subject matter and highly recognised in an online
community that has the ability to influence and shape other people’s thoughts.

Instant messaging: (IM) is chat with one other person, using an IM tool like Microsoft
Live Messenger or — especially in South Africa — mobile applications such as MXit. The
tools allow you to indicate whether or not you are available for a chat, and can be an
alternative to e-mail for a rapid exchange of communication.

L

Links: the highlighted text or images that, when clicked, take you from one web page
or item of content to another. Bloggers use links a lot when writing, to reference their
own or other content.

Listening: the process of monitoring feeds in the blogosphere to see what topics are
being discussed, and also setting up searches that monitor when you or your
organisation is mentioned.

Logging in: the process to gaining access to a website that restricts access to content,
and requires registration. This usually involves typing in a username and password.

Lurkers: the estimated 89% of people who read but don't contribute or add comments
to forums.

MicroBlogging: a form of blogging allowing users to compose brief text updates e.g.
limited to a certain amount of characters or words, and publish them. These messages
can be submitted and received by a variety of means and devices, including text
messaging, instant messaging, email, mobile device, MP3 or the web.

Moblog: a blog published directly to the web from a phone or other mobile device.

Mashup: a web service or software tool that combines two or more tools to create a
whole new service e.g. ChicagoCrime, which merges Google Maps with the Chicago
police department's crime tracking web site to offer a map of crime in different parts of
Chicago.

Message Boards/Forums: an online site where people looking to discuss particular
issues or needing support post threads (a message) on the forum or message board
in the hope that they will get a response to their comment or question, or start an online
conversation.
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Metadata: information — including titles, descriptions, tags and captions — that
describes a media item such as a video, photo or blog post.

Meme: in the context of blogs and other kinds of personal web sites, a meme is a
response to a list of questions that you saw somewhere else and which you decided
to answer.

N

News reader (sometimes called a feed reader, RSS reader or news aggregator): a
website or desktop tool that acts as an aggregator, gathering content from multiple
blogs, news sites and other web pages using RSS feeds so you can read the content
in one place, instead of having to visit different sites.

Navigation: a menu of links or buttons allowing users to move from one web page to
another within a site.

NoFollow: an HTML attribute instructing search engines to not allow a hyperlink to a
web page to be influenced in ranking by that link. Originally implemented to combat
certain types of search-engine spam.

(o)

Online: connected to the Internet, and also being there in the sense of reading or
producing content.

Online community: group of people using social media tools and sites on the
Internet.

Open media: video, audio, text and other media that can be freely shared.
Open-source software: refers to any computer software whose source code is

available under a license that permits users to study, change, and improve the
software, and to redistribute it in modified or unmodified form.

OpenlD: a single sign-on system that allows Internet users to log on to many different
sites using a single digital identity, eliminating the need for a different user name and
password for each site.

P
Post: an item on a blog or forum.
Platform: the framework or system within which tools work. A platform may be as

broad as mobile telephony, or as narrow as a piece of computer software that has
different modules like blogs, forums, and wikis in a suite of tools.



Podcast: online audio or visual recordings that are available to download to desktop
and portable media players such as an iPod or other mp3 players.

Profiles: the information that you provide about yourself when joining a social
networking site. This information may include a photo, your personal and business
interests, a short description of yourself, and tags to help people search for likeminded
people.

Proprietary software: unlike open-source software, proprietary software is owned by
an individual or enterprise. Some proprietary software may be available free of charge,
and some open-source software may be sold — the distinguishing feature is the terms
of use for the underlying code for the software.

Photo-sharing: the process of uploading your images to a website like Flickr, where
you can add tags and offer people the opportunity to comment or even re-use your
photos.

Participation/participatory culture: a way of doing things in which people use social
media to share and collaborate.

Permalinks: the permanent URLs to your individual weblog posts, as well as
categories and other lists of weblog postings. A permalink — often found at the end of
a blog post — is what another weblogger may use to link to your article (or section), or
how you might send a link to your story in an e-mail message.

Public domain: a work enters the public domain when it is donated by its creator or
when its copyright expires. A work in the public domain can be freely used in any way,
including commercial uses.

Q

Quantcast: a process used to measure the amount of traffic a URL receives, as well
as data about the readership (demographics, psychographics, etc.).

R

RSS (Really Simple Syndication): a Web standard for the delivery of content that
allows you to subscribe to content on blogs and other social media and have it regularly
delivered to you through a feed. RSS enables readers to stay current with the content
of their favourite publications or producers without having to browse from site to site.
RSS feeds let users subscribe to content automatically and read or listen to the
material on a computer or a portable device in their own time.

Reader: an application that aggregates information from various sites, via an RSS
Feed, into one site.

Registration: the process of providing a username, password and other details when
seeking to access a website that has restricted access.
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S

Subscribing: the process of adding an RSS feed to your aggregator or newsreader.
It's the online equivalent of signing up for a magazine subscription, but is usually free.

Social media: the tools and platforms people use to publish, converse and share
content online. The tools include social networking sites, blogs, micro-blogs, wikis,
podcasts, and sites to share photos and videos, and allow anyone to publish content
to the web.

Social networking: the act of socialising in an online community. Online sites such as
Facebook and LinkedIn allow users to create a profile for themselves, and then
socialise with others using a range of social media tools and media.

Social Bookmarks: a tool for Internet users to store, search, organise, and share Web
pages by using the page’s URL and without being tied to a particular machine. Popular
bookmarking tools include Delicious and StumbleUpon.

Sharing: offering other people the use of your text, images, video, bookmarks or other
content by adding tags, and applying copyright licenses that encourage use of the
content by other parties.

Search engine optimisation (SEO): the process of organising your website content
to give it the best chance of appearing near the top of search engine rankings e.g. in
the first page or pages of a Google search. SEO improves the volume and quality of
traffic to a web site from search engines.

Synchronous communications: online communication which happens in real time,
just like face-to-face communication or a telephone conversation.

Streaming media: unlike downloadable podcasts or video, streaming media refers to
video or audio that can be watched or listened to online but cannot be stored
permanently by the user.

Sidebar: a column (or multiple columns) along either or both sides of a blog site's main
content area. The sidebar often includes contact information of the author, the blog's
purpose and categories, links to archives, and other widgets the author includes on the
site.

Share: the act of sharing a piece of content with specific friends or contacts so that
those friends/contacts particularly interested in you will read it.

Syndication: the process that allows blog content to be distributed online.

Spambot: automatic software robots that post spam on a blog.
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Splogs (short for spam blogs): blogs not providing their own or real content.
Unscrupulous publishers may use automated tools to create fake blogs full of links or
content from other sites in order to falsely boost search engine results.

T

Tags: keywords assigned to an item of content e.g. a blog post, bookmark, photo to
enhance search engine optimisation i.e. to make it easier to find online content through
searches and aggregation. You can assign multiple tags to the same online resource
and tags can usually be freely chosen — and so form part of a folksonomy — while
categories are predetermined and are part of a taxonomy.

Tag cloud: a visual representation of the popularity of the tags or descriptions that
people are using on a blog or website. Popular tags are often shown in a large type
and less popular tags in smaller type.

Tool: a shorthand term for a software applications on your computer, and also for
applications that are Web-based.

Terms of services: the legal basis on which you agree to use a forum or other
webbased place for creating or sharing content.

Troll: an individual who posts controversial, inflammatory, irrelevant or off-topic
messages in an online community, such as an online discussion forum or chat room,
with the primary intent of provoking other users into an emotional response or to
generally disrupt normal on-topic discussion.

Twitter: a popular micro-blogging social network, that lets members post updates of
no more than 140 characters.

Tweet: a post on Twitter, the micro-blogging tool allowing an individual to publish
content of 140 characters or less.

Twitterverse: the universe of people who use Twitter and the conversations taking
place within that sphere.

Threads: strands of online conversation.

Trackback: some blogs provide a facility for other bloggers to leave a calling card
automatically, instead of commenting. Blogger A may write on blog A about an item on
blogger B's site, and through the trackback facility leave a link on B's site back to A.

The collection of comments and trackbacks on a site facilitates conversations.

Technorati Authority: a tool used to determine the number of times a keyword or
URL are mentioned and linked in blogs.

U
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Upload: to transfer a file or other content from your computer to an Internet site.

URL: Unique Resource Locator is the technical term for a web address like
http://www.szi.gov.zm

URL shortener: URL shorteners are free online services that take a long URL and
reduce it to just a few characters — and are highly important when you're limited to just
140 characters in Twitter. Examples are bit.ly and ow.ly and tinyurl.

User generated content (UGC): all forms of user-created materials such as blog
posts, reviews, podcasts, videos, comments etc. which are produced by people who
in the past would have only consumed content, without the ability to generate and
publish content themselves.

Vv

Videoblog: (or vlog) — a blog that contains video content. May also be referred to as
video podcasting, vodcasting or vliogging.

Voice over Internet Protocol: (VOIP) enables you to use a computer or other Internet
device for phone calls. The best-known VOIP tool is Skype.

w

Web 2.0: a term to describe blogs, wikis, social networking sites and other
Internetbased services that emphasise online collaboration and publishing by people
who don’t necessarily have any specialised technical knowledge.

Widgets: stand-alone mini applications you can embed in other applications, like a
website or a desktop, to perform a specific function. Widgets help you to do a variety
of things related to connecting to the Internet, from quickly subscribing to a feed, doing
a specialist search, to asking for someone from an organisation to contact you.

Wiki: a web page, or set of pages, used to collect and edit content about a topic on a
collaborative basis. Once people have appropriate permissions — set by the wiki owner
— they can create pages and/or add to and alter existing pages. A wiki generally
provides an easily reversible audit trail of edits and changes. The best known example
is wikipedia, an encyclopedia created by thousands of contributors across the world.

Webinar: an online presentation, lecture, workshop or seminar that is transmitted over
the Web.

Web feed: a tool such as RSS or Atom, which allows you to read, listen or watch new
content on a blog or a website without having to revisit that site.

Web analytics: the measurement, collection, analysis and reporting of Internet data
for the purpose of understanding who your visitors are and optimising your website and
social media platforms.
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Wall: a shared discussion board specifically about an individual and displayed on the
individual’s profile in a social networking site such as Facebook.

Webcasting: the use of the Web to deliver live or delayed versions of audio or video
broadcasts.

APPENDIX 5 — Online user resources

www.facebook.com
Of special interest here is learning more about tips and best practices for government
organisations at http:/www.facebook.com/government

www.youtube.com
Of special interest here is the Help section, which covers:
« Help Center
- Safety Center
« Creator's Corner
- Video Speed Info
*  YouTube Handbook

Examples of government agency use of YouTube include:

- youtube.com/USEPAgov — US Environmental Protection Agency YouTube
Channel

- youtube.com/whitehouse — White House government YouTube Channel

- youtube.com/usedgov — US Department of Education government YouTube
Channel

- youtube.com/SocialSecurityOnline — Social Security Administration

- youtube.com/CDCStreamingHealth — Center for Disease Control YouTube
Channel

Australian Government YouTube channels include:

- http://au.youtube.com/user/statelibraryald - Queensland State Library

- http://au.youtube.com/user/cityofsydney - City of Sydney
« http://au.youtube.com/user/NSWNatParks - NSW National Parks
« http://au.youtube.com/user/SouthAustraliaPolice - South Australian Police

US Government agencies and non-profit organisations on Facebook include:

- http://www.facebook.com/WhiteHouse — The White HouseFacebook Page

- http://www.facebook.com/USAgov — USA Government Facebook Page

- http://www.facebook.com/usdos — State Department Facebook Page

- http://www.facebook.com/USDA — US Department of Agriculture — Facebook Page
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- http://www.facebook.com/EPA — US Environmental Protection Agency — Facebook
Page

APPENDIX 6 - Social Media Utilization Report —
Template

Note that this report is to be submitted twice a year i.e. in June and December to SZI.

i. Cover Page

ii. Table of Contents

iii. Institutional Background
[insert mandate and objectives for period under review with specific
focus on communication objectives as well as objectives for social media
use and target audience, social media utilization budget planned vs
actual]

iv. Social Media Platforms Governance Structures

[insert Social media communications team reporting structures,
committee members, formal appointment status, terms or reference and
roles and responsibilities]

v. ICT Resources
[insert tools used to engage the public via social media platforms i.e.
hardware and software tools]

vi. Social Media Metrics (sample)

[Insert MPSA Name]
Platform | Official Page | No. of | KPIs Baseline Utilization
Name/Handle | Followers metrics for
period
under
review
Facebook | [insert  social | 100,000 o Xxxx% xxx% e No of new
media page increase  in | engagement | followers
name] client with clients | e No of page
engagement. views
Does Bio e Xxx No. of ¢ No of posts
contain: Official Likes. e Type of
name, location, ® XXX posts e.g.
mandate and e No. of pictures,
contact details. followers video, polls,
eXxx No of text.
shares e No of
shares
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e No of
comments
No. of likes
No of
mentions
No of
testimonials

Instagram
Twitter
LinkedIn
website No. of email
sign ups

vii. Challenges
viii. Conclusion
ix. Appendix
1 Communications Strategy

2 Social Media Content Calender /Plan
[insert content plan for period under review]






